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Contract Number: HHSREV 100001079

DEPARTMENT OF STATE HEALTH SERVICES

Contract number HHSREV100001079 (the “Contract”), is entered into by Department of State
Health Services (“DSHS”) Vital Statistics Section and City of Austin (“Contractor™). DSHS and
Contractor are collectively referred to herein as the “Parties.”

!'

IL.

11I.

1V,

Purposc of the Contract. DSHS aprees to provide access to the DSHS Vital Event
Electronic Registration System for the purpose of issuing individual birth certificates.

Term of the Contract. This Contract will begin on September 1, 2018 and end on August

31,

2023.

Authority. The Parties enter into this Contract under the authority of Texas Health and
Safety Cade Chapter 191 and Texas Govemment Code Chapter 791.

Statement of Work.

A.

E.

DSHS agrees to provide on-line computer services in support of Contractor from 7:00
a.m. to 6:00 p.m. (CST) Monday through Friday, except holidays. In the event of an

emergency or computer application error, DSHS may temporarily suspend services
without advance natice.

Contractor may search DSHS databases, locate data, and issue Certifications of Birth to
authorized individuals requesting such data. The cerifications will be in a format
formally approved by DSHS. Contractor will take reasonable efforts to ensure use of the
DSHS Vital Event Electronic Registration System is not abused by its staff. Abuse of
the access to confidential information in the DSHS Vital Event Electronic Registration
System may be cause for termination of this Contract in accordance with Section IX.K.

Contractor will acquire the necessary data processing equipment, communications,
hardware or software, and purchase “bank note” paper, as specified by DSHS. DSHS
will assist in conneclion of the equipment, furnish software program and provide
technical assistance, if necessary.

Contractor will complete the DSHS Vital Event Electronic Registration System
registration forms as specified by DSHS. Contractor will remain in compliance with any
requirements specified by DSHS for accessing the DSHS Vital Event Electronic

Registration System. Contractor will not be required to pay an additional fee pursuant to
this Subsection,

Contractor acknowledges that records may not be located in the searching process
instituted by Contractor, or records which are located may have errors due to:
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Contract Number: HHSREV 100001079

1. Normal key-entry errors in spellings;

2. Accidental failure on the part of the DSHS to update a file for an amendment
or palemity determination; and

3. The event year does not exist on the system.

F. Contractor will notify DSHS in writing, at least monthly of errors or suspected errors that
exist on the database information.

G. Contractor is to maintain an inventory control and account for each document produced
on "bank note" paper, including voided documents.

H. Contractor will issue Certificates of Birth utilizing remote access to the DSHS system in
conformance with Health and Safety Code Chapters 191, 192 and 195, as well as 25 Tex.
Admin. Code Chapter 181.

1. The Parties are required to comply with all applicable state and federal laws relating to
the privacy and confidentiality of this data and records, which includes Texas
Govemment Code Section 552.115.

J. The Parties will use confidential records and information obtained under this Contract
only for purposes as described in this Contract and as otherwise allowed by law.

V. Fees.

Contractor agrees to pay DSHS ONE DOLLAR AND EIGHTY-THREE CENTS ($1.83) for each
Certification of Vital Record prinied as a result of searches of the database. Contractor
agrees to charge the same base search fee for a birth certificate as DSHS. Additional fees
may only be charged as authorized by Texas Health and Safety Cade Chapter 191 and 25
Tex. Admin. Code Chapter 181.

DSHS acknowledges that Contractor’s payment obligations to DSHS are payable only from
funds appropriated for the current fiscal year and currently available for the purpose of this
Contract. Contractor shall provide DSHS with prompt notice of failure of Contractor to
make an adequate appropriation or a lack of current revenue for any fiscal year,

V1. Billing.

A. DSHS will send an itemized billing to Contractor on a monthiy basis for each
Certification of Birth printed. This billing will be sent through the U.S. Postal
Service to the Contractor at:

Name: City of Austin Public Health

Address: P.O. Box 1088
Austin, TX 78767-1088
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Contract Number;: HHSREV100001079

B. Contractor will direct any billing inquiries either by phone to 512-776-7206 or email

to vsubusinessservi dshs.texas.pov.

VII. Payment Method.

A. Contractor will remit payment to DSHS within thirty days after & billing is received
by them. Payment by the Contractor will be considered made on the date

postmarked.

B. Contractor will send payments to DSHS at:

Texas Department of State Health Services

Cash Receipts Branch MC 2096
P.O. Box 149347
Austin, TX 78714-9347

C. Contractor will make payment to DSHS out of its current revenues.

VIIL. Representatives. The following will act as the Representative authorized to administer
activities under this Contract on behalf of their respective Party.

City of Austin

DSHS

City of Austin
Austin Public Health Department
Attn; Sandra L. Lackey

P.O. Box 1088
Austin, TX 78767-1088

Phone: (512) 972-5220

| Email: sandra.lackey(@austintexas.gov

Texas Department of State Health Services
Contract Management Section

Attn: Tina Walker

Mail Code 1990

| P.O. Box 149347

Austin, TX 78714-9347
Phone: (512) 776-2732

Email: Tina.walkeri@dshs.texas.gov

IX. General Terms and Conditions.

A. Governing Law. Regarding ali issues related 1o this Contract’s formation, performance.
interpretation, and any issues that may arise in any dispute between the parties, the
Coniract will be governed by and construed in accordance with the laws of the State of

Texas.

B. Amendment. This Contract may be modified by written amendment signed by the

Parties.

C. Confidentiality.

The Parties are required to comply with all applicable state and federal laws relating to
the privacy and confidentiality of records that contain Personal Identifying Information
(PII) or Personally Sensitive Information (PSI) or other information or records made
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Contract Number: HHSREV 100001079

confidential by law, including Tex. Bus. & Comm. Code Section 521.002. The attached
Data Use Agreement (Attachment A) applies to this Contract,

Exchange of Personzl Identifving Information. This Contract concemns personal
identifying information. Except as prohibited by other law, Contractor and DSHS may
exchange Pl without consent, in accordance with Chapter 191 of the Health and Safety
Code.

Records Retention. DSHS will relain records in accordance with DSHS Stale of Texas
Records Retention Schedule at htip://www.dshs.texas.gov/records/schedules.
Department Rules and other applicable state and federal statutes and regulations
governing medical, mental health, and substance abuse information.

F. Severabilitv. If any provision of this Contract is construed to be illegal or invalid, the

illegal or invalid provision will be deemed stricken and deleted to the same extent and
effect as if never incorporated, but all other provisions will continue.

G. Notice. Any notice required or permitted to be given under this Contract will be in

H.

writing and sent to the respective Party’s Representative in Section VIIL Notice will be
deemed to have been received by a Party on the third business day after the date on which
it was mailed to the Party at the address specified in writing by the Party to the other
Party, o, if sent by certified mail, on the date of receipt.

Waiver. Acceptance by either Party of partial performance or failure to complain of eny
action, non-action or default under this Contract will not constitute a waiver of either
Party’s riphts under the Contract.

Agssignment. Neither DSHS nor Contractor will transfer, assign, or sell its interest, in
whole or in part, in this Contract without prior written consent by both Parties.

Suspension of Services Under This Contract. In the event of an emergency or
information technology system failure, DSHS may temporarily suspend services without
advance notice. Use of services for purposes inconsistent with applicable law may also
result in a suspension of services.

Termination.

1. Convenicnce, This Contract may be (erminated by mutual agreement of the Parties.
Either Party may terminate this Contract without cause by giving 30 days written
notice of its intent to terminate to the non-terminating Party.

2. Cause. This Contract may be terminated for cause by either Party for breach or
failure to perform an essential requirement of the Contract. Use of services for
purposes inconsistent with applicable law may be cause for Contract termination.
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3. Notice of Termination. Written notice may be sent by any method that provides
verification of receipt, which will be calculated from the date of receipt by the non-
terminating Party’s Representative provided in Section VIIL

4. Equitable Settlement. At the end of the Term of this Contract or termination as
provided for in this Section, the Parties will equitably settle their respective accrued
interests or obligations incurred prior to termination.

By signing below, the Parties agree that this Contract constitutes the entire legal and binding
agreement between them. The Parties acknowledge that they have read the Contract and agree to

its terms, and that the persons whose signatures appear below have the authority to execute this
Contract on behalf of their respective Party.

DEPARTMENT OF STATE HEALTH SERVICES

Nanalo Hatlmn

City OF AUSTIN

Manda Hall, M.D. Stephahie Y. Hay

Associate Commissioner Interim Director

Dep nt of State Health Services City of Austin
2/2¢)1%

Date /

THE FOLLOWING ATTACHMENTS ARE ATTACHED A
ConTRACT HHSREV100001079:

ATTACHMENT A- DATA USE AGREEMENT W
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o o Austin
AP public
Health
PREVENT, PROMOTE, PROTECT.
MEMORANDUM
TO: Sarah Hensley, Interim Assistant City Manager
THRU: Stephanie Hayden, Director S\'\
FROM: Sandra Lackey, Registrar of Vital Records
DATE: January 10, 2019
SUBJECT: InterLocal Agreement Signature

We are reguesting your signature on the attached InterLocal Agreement between the
Department of State Health Services and the City of Austin.

On 8/23/2018, City Council approved on consent our request to enter into an ILA with the Texas
Department of State Health Services, Vital Statistics Section (VSS), to allow the Office of Vital
Records (OVR) to access the VSS database for issuance of Texas birth certificate abstracts. OVR
has maintained this access from V5SS since 2012 through several ILA’s and extensions. This
agreement allows OVR the ability to service customer requests for certified copies of birth
certificates of individuals born in Texas, but outside the City of Austin.

Upon approval by City Council, APH Director Stephanie Hayden signed the ILA and it was
submitted to DSHS for execution. The contract was fully signed and executed on 8/28/2018,
with an effective date of 9/1/2018. OVR has been accessing the VSS database and issuing
certified copies under this new agreement since 9/1/2018.

When reviewing a request for a DO to provide the mechanism for payment of incurred costs in
FY 19 under the ILA, City Purchasing identified an issue with the signer. Although APH Directors
have been signing these ILA agreements and extensions since 2013, the correct signatory
should have been our Assistant City Manager. | contacted the Texas Department of State
Health Services to request an amendment showing your, Interim ACM Sarah Hensley, as the
signatory so that we could make that correction on the current document. | have been advised
by DSHS Legal that they are unable to provide an amendment for this purpose and that they
consider the contract to be executed in good faith, with services already being provided.

After providing this information to City Purchasing, they asked that we obtain your signature on
the signature page along with Director Hayden’s. Purchasing will not issue my DO for payment
of invoices until this signature is obtained. | am currently holding three invoices to be paid, two
of which are now overdue.




ATTACHMENT A - DATA USE AGREEMENT

DATA USE AGREEMENT
BETWEEN THE
TEXAS HEALTH AND BUMAN SERVICES ENTERPRISE
AND
CITY OF AUSTIN (“CONTRACTOR")

This Data Use Agreement ("DUA") is incosporaied into System Agency Contmact No,
HHSREV;00001079 (the *“Base Contraci™) belween the Texas Depanment of State Health Services
(“System Agency™) and City of Austin (“Contracior™).

ARTICLE 1.PURPOSE; APPLICABILITY; ORDER OF PRECEDENCE

ATTACHMENT 1. The purpose of this DUA is to facilitate creation, receipt, maintenance,
use, disclosure or secess fo Confidentig] Information with Contractor, and describe
Contractor's rights and obligations with respect to the Wﬂ&mﬂm and
the limited purposes for which the Contractor may create, receive, maintsin, vse, disclose or
have access (o Confidential Informsation. 45 CFR [64.504(e)(1})-(3). This DUA ealso
describes System Agency's remedies in the event of Contraclor’s noncompliance with
its obligations under this DUA. This DUA applies to both Business Associates and contractors who
are not Business Associgtes who create, receive, maintain, use, disclase or have sccess 1o_Confideniia]
Information on behalf of System Agency, its programs or clients as described in the Base Contract.

As of the Effective Date of the Contract, if any provision of the Base Contract, including any General
Provisions or Uniform Terms and Conditions, conflicts with this DUA, this DUA controts,

ARTICLE 2. DEFINITIONS

For the purposes of this DUA, eapliatized, underlined terms have the meanings set forth in the
following: Health Insurance Portability nnd Accountability Act of 1996, Public Law 104-191 (42 US.C.
§1320d, et seq.) and regulations thereunder in 45 CFR Parts 160 and 164, including all amendments,
regulations and guidance issued thereafler; The Socin! Security Acl, including Section 1137 (42 U.S.C.
§6 1320b-7), Title XVI of the Act; The Privacy Act of 1974, as amended by the Computer Matching and
Privacy Protection Act of 1988, 5 U.S.C. § 552a and regulations and guidence thereunder; Intemal Revenue
Code, Title 26 of the United States Code and regulations and publications adopted under that code, including
IRS Publication 1075; OMB Memorandum 07-18; Texas Business and Commerce Code Ch. 521; Texas
Government Code, Ch. 552, and Texas Government Code §2054.1125. In addition, the following terms in
this DUA are defined as follows:

“‘Authorized Parpose”™ means the specific purpose or purposes described in the Scope of Work of
the Base Coatract for Contractor to fulbll its obligations under the Base Coniract, or any other purpose
expressly authorized by System Agency in writing in advance,

“Authorized User™ means a Person:

{1) Who is suthorized to creale, receive, msintain, have access lo, process, view, handle,
examine, interprel, or anslyze Confidential Information pursuant to this DUA;

{(2)  For whom Contracior warrants and represents has 8 demonstrable need to creale, recelve,
maintain, use, disclose or have access to the Confidentisl Information; and

System Agency Data Use Agreement V.83 HIPAA Omaibus Compliant April 1, 2015
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System Agency Coatrsct No. HHSREV100001079

{3)  Who has sgreed in writing to be bound by the disclosure and use limitations pertaining lo
the Confidential Information as required by this DUA.

“Copfidential Informatiop” means any communication or record (whether oml, written,
electronically stored or transmitted, er in eny other form) pravided to or made available to Contractor or that
Conlractor may creale, receive, maintain, use, disclose or have access 1o on behalf of System Agency that
consists of or includes any or all of the follawing:

(1) Client Information;

(2) Pmlesied Health Informalion in ony form including without limitstion, Electronic
Protccied Heslth Information or Unsecured Prolecied Heglth Information;

(3)  Sensitive Persons| Informatign defined by Texas Business and Commerce Code Ch. 521;
(4)  Federm! Tex Information;
(5)  Personally Identifiable Information:

(6)  Socigl Secusity Administration Data, including, without limilation, Medicaid
information;

(D Al privileged work product;

(8) All information designated as confidentinl under the constitution and laws of the State of
Texas and of the Uniled Stales, including the Texas Heallh & Safely Code and the Texas Public
Information Acl, Texas Government Code, Chapler 552.

“Legally Aythorized Represeptative” of the Individgal, as defined by Texas law, including ns
provided in 45 CFR 435923 (Medicaid); 45 CFR 164.502(g)(1) (HIPAA); Tex. Occ. Code § 151.002(6);
Tex. H. & S. Code §166.164; Estates Code Ch. 752 and Texas Prob, Code § 3,

L

ARTICLE 3.CONTRACTOR'S DUTIES REGARDING CONFIDENTIAL INFORMATION

Scction 3.01  Obligations of Centractor
Coniraclor agrees that:

(A) Contraclor will excrcise reasonsble care and no less than the same degree of care
Conirscior uses 1o protect its own confidentisl, proprietary and trade secret information to prevent any
portion of the Confidential Information from being used in @ manner that Is not expressly an Authodzed
Pumose under this DUA or as Reauired by Lew. 4‘5 CFR 164.502(b)(1); 45 CFR 164.514(d)

(B) Canleaclor will not, witbout System Agency’s prior wrillen consent, disclose or allow
thownnmnoflhe&nﬁdmwwmygmnnrolhﬂemiw.mherlbmamhmm

User's Work{oree or Subcontractors of Contmactor who have compleled training in confidentiality,
privacy, securlty snd the importance of promptly reporting any Eveni or Hremch to Contractors
management, to carry aul the Authorized Pumpose or as Reguired by Law.

System Agency, at ils eleclion, may masist Contractor in training and education on specific or
unique System Agency processes, systems or requirements. Contraclor will produce evidence of

completed training 1o Syslem Agency upon request. 45 CF.R. 164.308(a)(5)(); Texas Health & Safety
Code §181.101

(C) Contractor will establish, implement and maintain appropriate sanctions mgainst any
member of ils Workforce or Subconiractor who fails to comply with this DUA, the Base Contract or
applicable law. Contractor will maintain evidence of sanctions and produce it to Sysiem Agency upon
request. 45 C.F.R. 164.308(a)(1) (t)(C); 164.530(e); 164.410(); 164.530(5)(1)

Sysiem Agency Dats Use Agreement V.8.3 HIPAA Omnibus Compliant April 1, 2015
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System Agency Contract No, HHSREV 100001079

(D) Contractor will not, without prior wriiten approval of System Agency, disclose or provide
access to any Confidentinl Information on the basis that such act is Reguired by Law without notifying
System Agency so that Sysiem Agency roay have the opportunily 1o object to the disclosure or access and
seek appropriate reliefE  1f System Agency objects ta such disclosure or sccess, Contraclor will refrain
from disclosing or providing access to the Confidentisl Information until System Agency hes exhausted
all altematives for relicl. 45 CFR 164.504(e)(2)(il)(A)

(E) Contractor will not attempt to re-identify or further identify Confidential Informstion or
De-identified Information, or eltempt to contect any Individusls whose records are conlained in the
Confidentisl Information, except for an Authorized Purpose, without express wrilten suthorizalion from
System Agency or as expressly pemmitted by the Base Contracl. 45 CFR 164.502(d){2)(3) and (il)
Contractor will not engage in prohibited marketing or sale of Confidential Information. 45 CFR 164,501,
164.508(a)(3) and (4); Texas Health & Safety Code Ch. 181.002

F) Conltraclor will nol permit, or enter inlo any agreement with a Subconiractor (o, creale,
receive, mainiain, use, disclose, have access o or transmit Confidential Informstion, on behell of
Contractor withowt requiring that Sybcontmctor first execule the Form Subcontraclor Agreement,
Attactiment I, which ensures that the Subcontragtor will comply with the identical terms, conditions,
safeguards and restrictions as contained in this DUA for PHI and any other relevamt
Informstion and which permits more strict limitations; and 45 CFR 164.502(e)(1)(1)(i); 164.504()(1}(D)
and (3)

(G)  Contractor is directly responsible for compliance with, and enforcement of, all conditions for
creation, mainienance, use, disclosure, transmission and Destruction of Confidential Infonmation and the acts
or omissions of Sybconisaciors as may be reasonably necessary to prevent unauthorized use. 45 CFR
164.504(a)(3); 42 CFR 431,300, e1 seq.

(H) If Contractor mainlains PHI in a Designated Record Set, Contractor will make PHI
available lo System Agency in a Designated Record Set or, as directed by System Apency, provide [];l]
to the [ndividusl, or Legally Authorzed Representalive of the Indivigual who is requesting PHI in
compliance with the mulrcmenls of the HEM_EEM_E!MIM Contractor will moke other
Conlidential Infonmation in Contracior's possession available pursuant to the rcquiremems of HIPAA or

other applicable law upon a determinalion of a Breach of Unsecured PHI as defined in HIFAA. 45 CFR
164.524and 164.504(c)(2) GH(E)

m Contractor will make PHI as required by HIPAA available to System Agency for
amendmenl and incorporale any amendments (o this information that System Agency directs or agrees (o
pursuant to the HIPAA, 45 CFR 164.504(} 2){7)(E) and (F)

4] Contmactor will document and make availsble to System Agency the PHI required to
provide access, an accouding of disclasures or amendment in compliance with the requirements of the
HIPAA Privacy Regulations. 45 CFR 164.504(e)(2)(1i)(G) and 164.528

(K) [If Contractor receives a request for access, amendment or accounting of PH] by any
Individua| subject to this DUA, it will promplly forwand the request to System Agency; however, if il
would violale HIPAA to forward the request, Coniractor will promptly notify  of the request and of
Contractor’s response. Unless Contraclor is prohibited by law from forwarding a request, System Agency
will respond (o all such requests, unless System Agency has given prier written consent for Contractor to
respond to and account for all such requests. 45 CFR 164.504(e)(2)

(L) Contractor will provide, and will cause its Subconirgclors andl agents to provide, to
System Agency periodic wrilien certifications of compliance with controls and provisions relsting lo
information privacy, security and breach nolification, including without limitation information related to

System Agency Data Use Agreement V.8.3 HIPAA Ommibus Compliant Apeil 1, 2015
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System Agency Coalrsct No. HHSREV100001079

dats fransfers and the handling end disposal of Confidential Informalion. 45 CFR 164.308; 164.530(c); 1
TAC202

(M) Except as otherwise limited by this DUA, the Base Contract, or law applicable to the

Contractor may use or disclose PH) for the proper management and sdministration
of Contractor or 1o camy out Conlractor”s legal responsibilities ift 45 CFR 164.504(e) (i) (1)(A)

(1)  Disclosure is Reguired by Law, provided that Contractor complies with Section 3.01(D);

(2)  Contractor obtnins reasonable assurances from the Person o whom the informatlon is
disclosed that (he Person will:

(a) Maintain the confidentiality of the Confidentla] Information in accordance with this DUA;

(b) Use or further disclose the infonmation only as Reguired by Law or for the Authorized
Purpose for which it was disclosed 1o the Person; and

(c) Notify Contractor in accordance with Seclion 4.01 of any Event ar Bresch of Confidentisl
Information of which the Person discovers or should have discovered with the exercise of
reasonable diligence. 45 CFR 164.504(e)(4)(5)(B)

(N)  Excepl 85 otherwise limited by this DUA, Contractor will, if requested by System
Agency, use PHI to provide daia spgregation services lo Sysiem Agency, as that tenm is defined In the
HIPAA, 45 CF.R. §164.501 and permitted by HIPAA. 45 CFR 164.504(e)(2)()(B)

(0) Contractor will, on the termination or expiration of this DUA or the Base Coniract, al its
expense, retumn 1o System Agency or Destroy, at System Agency’s election, and to the exient reasonably
feasible and permissible by law, all Confidentis] Information received from System Agency or created or
maintained by Contractor or any of Contractor's sgenls or Subconiraciors on Sysiem Agency’s behalf if
that data contains Confidential Information. Contraetor will cestify in writing to System Agency that all
the Copfidentis! Infonmation that has been crested, received, maintained, used by or disclosed 0
Contracior, has been Desiroved or retumed to System Agency, and that Contractor and its agents and
Suybconirsctors have retained no caples thercof. Notwithstanding the foregoing, Cantractor acknowledges
and sgrees that it may nat Destroy any Confidentisl Informatian if federal or stale law, or Sysiem Agency
record retention policy or a litigation hold nolice prohibits such Destryction. If such refum or Desiruction
is not reasonably feasible, or is impermissible by law, Contracior will immediately notify Sysiem Agency
of the reasons such retum or Destruction is not feasible, and agree to extend indefinitely the protections of
this DUA to the Confidential Information and limit its further uses and disclosures to the purposes that
make the return of the Confidential Information nol feasible for as long as Contractor maintains such
Confidential Information. 45 CFR 164.504(e) (2) (0}{J)

(P)  Conlractor will create, maintsin, use, disclose, transmit or Desiroy Confidential
Information In a secure fashion that protects against aoy reasonably anticipated thrests or hazards to the
securily or inlegrity of such information or unauthorized uses, 45 CFR 164.306; 164.530(c)

(Q) If Contractar sccesses, transmits, stores, or maintains Confidential Information.
Contraclor will complete and retum lo Syslem Agency at infosecurity(@hhsc siaietx us the System
Agency information security and privacy initial inquiry (SPI) e Attachment 2. The SP] identifies basic
privacy and security controls with which Conlraclor must mmply 1o protect System Agency Confidential
Information. Contractor will comply with periodic securily controls compliance assessment and
monltoring by System Agency as required by state and federal law, based on the type of Confidentiel
Information Contracior creales, receives, mainisins, uses, discloses or has access lo and the Aythorized
Purpose and level of risk. Contractor's security controls will be based on the National Institute of
Standards and Technology (NIST) Special Publication 800-53. Contractor will update ils security
conlrols assessment whenever there are significant changes in securily controls for System Agency

System Agency Data Usz Agreement V.8.3 HIPAA Omnibus Compliant April 1, 2015
Paged of 11



System Apency Contract No.HHSREV 100001079

Confidentisl Informstion and will provide the updated document to System Agency. System Agency also
reserves the right to request updates as needed to satisfy siate and federal moniloring requirements. 45
CFR 164.306

(R)  Contractor will establish, implement and maintain eny and all appropriate procedural,
administrative, physical end technical safeguards 10 preserve and maintain the confidentiality, integrity,
and availability of the Confidential Information, and with respect to PHL as described in the HIPAA
Privacy and Seccurity Regulslions, or other applicable laws or regulations releling to Confidential
Information, fo prevenl any unsuthorized use or disclosure of Confidentist Information as fong &s
Conlractor has such Confidential Informetion in its actual or consiructive possession. 45 CFR 164,308
(administrative safeguards); 164310 (plysical safeguards); 164.312 (technicol sgfeguards);
164.530(c)(privacy safegnards)

(S)  Contractor will designate and identify, subject to Sysiem Agency approval, a Person or
Persons, as Privacy Official 45 CFR 164.530(a)(1) and Information Secusity Official, each of whom is
authorized to aci on behalf of Contracior and is responsible for the development and implementation of
the privacy and securily requirements in this DUA. Contreclor will provide name and current sddress,
phone number and e-mail address for such designated officials to System Agency upon execution of this
DUA and prior to any change. 45 CFR 164.308(a)(2)

(T)  Contraclor represents and warrants that its Authorized Users each have a demonstrated
need to know and have access to Copfidential Information solely to the minimum extent necessary to
sccomplish the Authgrized Pumpose pursuant to this DUA and the Base Contracl, and further, that each
has agreed in writing to be bound by the disclosure and use limitations penaining to the Confidential
Information contained in this DUA. 45 CFR 164,502; 164.514(3)

(U) Coniractor and ils Subcontractors will maintsin en updoted, complete, sccurate and
numbered list of Authgrized Users, their signatures, titles and the date they agreed to be bound by the
terms of this DUA, at all times and supply il lo System Agency, as directed, upon request.

(V) Contractor will implement, updale as necessary, and document reasonable and
appropriate policies and procedures for privacy, security and Bresch of Confidentis! Information and an
incident response plan for an Event or Breach, lo comply with the privacy, security and breach notice
requirements of this DUA prior to conducting work under the DUA. 45 CFR 164.308; 164.316;
164.514(d); 164.5300)(1)

(W) Contractor will produce copies of its informalion security and privacy policies and
procedures and records relating to the use or disclosure of Confidential Informatign received from,
created by, or received, used or disclosed by Contractor on behalf of System Apency for System
Agency’s review and approval within 30 days of execution of this DUA and upon request by System
Agency the following business day or other agreed upon time frame., 45 CFR 164.308; 164.514(d)

(X)  Contraclor will make available 1o Sysiem Agency any information System Agency requires
to Mlfill System Agency's obligations to provide access to, or copies of, PHI in accordance with HIPAA and
other app]mbie laws and regulations relating to Confidentis! Information. Contrecior will provide such
information in a time and manner reasonably sgreed upon or as designated by the Secretary, or other federal
ar steie law, 45 CFR 164.504(e)(2)(0{T)

(Y) Contractor will only conducl secure transmissions of Confidential information whether in
paper, oral or clectronic form. A secure transmission of electronic Confidential Information in motion
includes secure File Transfer Protocol (SFTP) or Encryption st an appropriate level or otherwise pmtected
as required by rule, regulstion or law. Syslem Agency Confidential Informstion af rest requires
Encryption unless there is adequate sdministrative, technical, and physicsl security, or s otherwise
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protected as required by rule, regulation or law. All electronic dala transfer and communications of

will be through secure systems. Proof of system, media or device security or
Encryplion must be produced to System Agency no leter than 48 hours afier System Agency's written
request in response o a compliance investigation, audil or the Discovery of an Event or Bregch.
Otherwise, requested produclion of such proof will be made as agreed upon by the parties.  De-
identification of System Agency Confidential Information is & means of secusity. With respect o de-
identification of PHI, "sccure” means de-identified accarding 10 HIPAA Privscy standards and regulatory
guidance. 45 CFR 164.312; 164.530(d)

2y  Contmcior will comply with the [ollowing laws and standacds if applicable o the ype of
Coufidential Information and Contractor's Authorized Prrpose:

e Titlel, Pant 10, Chapler 202, Subchapler B, Texas Adminisirative Code;
® The Privacy Actof 1974;
» OMB Memorandum 07-16;

D02 (FISMA);

» The Health Insurance Punablbty and Al:nouulabllily Act of 1996 (HIPAA) as defined in the
DUA;

e [Internal Revenue Publication 1075 ~ Tax Information Security Guidelines for Federal, State
and Local Agencies;

o National Institute of Standards and Technology (NIST) Specisl Publicstion §00-66 Revision
1 - An Introductory Resource Guide for Implementing the Health Insummnce Portability and
Accountnbility Act (HIPAA) Security Rule;

¢ NIST Special Pyblications 800-53 gnd 800-53A - Recommended Securily Controls for
Federa! Information Systems and Organizalions, as currently revised;

e NIST Special Publicetion 800-47 — Security Guide for Intercoanecling Information
Technology Systems;

« NIST Special Publicalion 800-88, Guidelines for Media Sanilization;

s NIST Special Publication 800-111, Guide ta Storage of Encryption Technologies for End
User Devices conlaining PHI; and

«  Any other State or Federal law, regulation, or administrative rule relating to the specific Sysiem
Agency program arca thal Contracior supports on behalf of System Ageacy.

ARTICLE 4, BREACH NOTICE, REPORTING AND CORRECTION REQUIREMENTS
Section 4.01. . Breach or Event Notification to System Agency. 45 CFR 164.400-414

(A)  Coniractor will cooperate fully with System Agency in investigating, mitigating to the
extent practicable and issuing notificstions directed by System Agency, for any Event or Bresch
of Confidentisl Information to the extenl and in the manner determined by System Agency.

(B) Contracior'S obligation begins at the Discovery of an Event or Breach and continues as
long as related activity continues, until all effects of the Event are mitigated to System Agency's
satisfaction (the "incident response period™). 45 CFR 164.404

(C)  Breach Notice:

I Initial Notice,
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& For t‘edml information, including without limitation, Feders! Tax Information, S_ng_lg]jggum!

and Medicaid Cliertt Inforpation, within the first, consecutive clock hour
of Discovery, and for all other types of Configential Information not more than 24 hours afier
Discovery, or in a timeframe othenvise approved by System Agem.:p in writing, initially report 1o
Syslcm Ageucy's Prmcy and Secunly OlEuus via email st mgﬂ@ﬁmsm

Pnbl(cn:fan 1075, P:ivacy Acr of 19 74 usnmmdcd by the C'ompmer Mafc.’:fng and Privocy
Protection Act of 1988, 5 US.C.§ 552a; OMB Memorandum 07-16 as cited In System
AgencyC-CMS Contracts for information exchange.

b. R:pon all information reasonably available to Contractor about the Evenl or Breach of the
privacy or security of Confidentisl Information. 45 CFR 164.410

c. Name, and provide contact information to System Agency for, Contraclor’s single poim of
contact who will communicale with System Agency both on and off business hours during the
incident response period.

2 48-Hour Formal Notice. No later than 48 consecutive clock howrs nfter Discovery, or e
lime within which Discovery reasonably should have been made by Coniractor of an Event or
Breach of Confidential Information, provide formal nolification 1o the Stale, including all
reasonably mveilable information about the Event or Bresch, and Conlraclor’s investigation,
including without limitation and to the extent available: For (a) - (1) below: 45 CFR 164.400-
414

d. The date the Event or Breach occurred;

b. The date of Contractor's and, if applicable, Subcontmctors Discovery;

c. A briefl description of the Event or Bresch; including how it occurred and who is respansible
(or hypotheses, if not yet determined);

d. A brief description of Contractor’s invastigation and the status of the investigation;

e, A description of the types and amount of Confidentis! Information involved;

f. ldentification of and number of al! Individuals reasonably believed to be affected, including
first and last name of the individval end if applicable the, Legally swihorzed representative, last
known address, age, telephone number, and email address if it is a preferred contact method, to
the extent known or can be reasonably determined by Conlraclor at that time;

g. Contractor’s initial risk assessment of the Event or Bresch demonstrating whether individual
or other nolices are_required by npplicable law or this DUA for System Agency appmval
including an analysis of whether there is a low probability of compromise of the
Infonmgtion or whether any legal exceptions to notification apply;

h. Contreclor’s recommendation for Syslem Agency's spproval as lo the steps Individuals or
Conractor on behalf of Individuals, should teke to protect the Individuals from polential hamn,
including without limitation Contractor’s provision of notifications, credit protection, claims

moniloring, and any specific protections for a Legally Authorized Representative to take on
behalf of an Individual with special capacity or circumstances;

i. The steps Contraclor has teken to mitigate the harm or potential harm ceused (including without
limitation the provision of sulficient resources to miligate);

j- The steps Conlraclor has laken, or will take, (o prevent or reduce the likelihood of recutrence of
2 similar Event or Breach;
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k. Identify, describe or eslimate of the Persons, Woekforee, Subcontractor, or Individusls and any
law enforcement that may be involved in the Event or Bresch;

1. A ressonsble schedule for Contractor to provide regular updates to the foregoing in the future
for response to the Evenl or Breach, bul no less than every three (3) business days or es otherwise
directed by System Agency, including information about risk estimations, reporting, notification,
if any, mitigalion, corrective action, root cause anslysis and when such activities are expected to
be completed; and

n. Any reasonably available, pertinent information, documents or reports relsted (o an Evert or
Bresch that System Agency requests following Discovery.

Bection 4.02  Investigation, Response and Mitigation, For A-F below: 45 CFR 164.308, 310
and 312; 164,530

(A) Contractor will immediately conduct a full and complele investigation, respond to the
Event or Bresch, coramit necessary and approprisie siaff and resources to expeditiously respond,
and report as required to and by System Agency for inciden! response purposes and for purposes
of System Apency’s compliance with repert end notification requirements, (o the salisfaclion of
System Agency.

(B) Contractor will complele or participate in & risk assessment as directed by System
Agency following an Event or Breach, and provide the final assessment, correclive sctions and
mitigations to Sysiem Agency for review and approval.

(C)  Contraclor will fully cooperate with Sysiem Agency to respond lo inquiries and
praceedings by state and federal authorities, Persons and Individusls about the Event or Breach.

(D)  Contractor will fully cooperale with System Agency's efforts (o seck appropriate
|r|jmctm= relief or otherwise prevent or curtall such Event or Brasch, or to recover or prolect any

including complying with reasonable comeclive action or measures, as
specified by Sysiem Agency in a Corrective Action Plan if direcied by System Agency under the
Base Contract,

Section 4.03  Brewch Notification 10 Individugls and Reporting to Authorities. Tex. Bus. &
Comm. Code §521.053; 45 CFR 164,404 (Individuals), 164.406 (Media); 164.408 (Authorities)

(A)  System Agency may direct Contractor lo provide Bresch notification to Jndividuals,
regulators or third-parties, as specified by System Agency following a Breach.

(B)  Contractor must obtain Syslem Agency's prior wrilten epproval of the time, manner and
content of any notification to [ndividuals, regulators or third-parties, or any nolice required by
other state or federal authorities. Notice letters will be in Contractor's name and on Contractar'’s
lettethead, uniess otherwise direcied by System Agency, and will contain contact information,
including the name and title of Contractor’s representalive, an email address and a toll-free
telephone number, for the Individual o obtain additional information.

(C) Contractor will provide Sysiem Apency with copies of distributed and approved
communications.

(D) Contracior will have the burden of demonstrating to the satisfaction of Sysiem Agency
that any notification required by System Agency was timely made, 1€ there are delays outside of
Contractor’s control, Contractor will provide written documentalion of the reasons for the delay.
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(E) If System Agency delegates natice requirements to Contracior, System Agency shall, in the
time and manner reasonably requested by Contractor, cooperate and assist with Conlractor's
information requests in order to make such nolifications end reports.

ARTICLE 5. SCOPE oF WoORK

Scope of Work means the services and deliverables to be performed or provided by Contractor, or on
behalf of Contractor by its Subcoptraciors or agents for Sysiem Agency that are described in detail in the
Base Contract. The Scope of Work, including any future amendments thereto, is incorporated by reference in
this DUA as if set out word-for-word herein.

ARTICLE 6. GENERAL PROVISIONS

Section §.01 OGwnership of Confidentiol Information

Contractor acknowledges and agrees that the Confidential Infonmation is and will remsin the
property of Sysiem Agency. Contractor agrees it acquires no title or rights (o the Confidential Informalion.

Section 6.02 Systemn Agency Commitntent and Obligations

System Agency will not request that Conlracior create, maintain, (ransmit, use or disclose PH] in any
manner that would nol be permissible under applicable {aw if done by System Agency.

Section 6,03  Syst=m Apency Right fo Inspection

At any time upon reasonable notice to Contraclor, or if System Agency determines that Conlractor
has violsted this DUA, System Agency, directly or through its agemt, will have the right to inspect the
factlities, systems, books and records of Contracior to monitor compliance with this DUA. For pusposes of
this subsection, System Agency's ageni(s) include, without limilation, the System Agency Office of the
Inspecior General or the Office of the Attomey General of Texas, ouiside consuliants or legal counsel or
other designee.

Section 6.048  Term; Termination of DUA; Survival

This DUA will take effect with the Base Contract, and will terminate upon terminstion of the Base
Contract and as set forth herein.  If the Base Comiract is extended or amended, this DUA is updated
aulomatically concurrent with such extension or amendment.

(A)  System Agency may immediately terminate this DUA and Base Contracl upon a material
violation of this DUA.

(B)  Termination or Expiration of this DUA will not relieve Contractor of its obligation to
retumn or Destroy the Confidentisl Information as set forth in this DUA end to continue (o safeguard the
Confidential Information until such time as determined by System Agency.

(D) If System Agency delermines that Contractor hes violated A material term of this DUA;
System Agency may in its sole diseretion:

L Exercise any of its rights including bul not limited to reports, access and inspection under
this DUA or the Basz Contract; or

2, Require Coniraclor to submit to a comective action plan, including a plan for manitoring
and plan for reporting, as System Agency may determine necessary o maintain compliance with
this DUA; or
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3. Provide Conlractor with 8 reasonable period to cure the violstion as determined by
System Agency; or

4. Terminate the DUA and Base Contraci immediately, and seek relief in a court of
compelen! jurisdiction in Travis County, Texas,

Before exercising any of these options, System Agency will provide writlen notice to Contractor
describing the viclation and the action {1 intends to ieke.

(E) If ncither termination nor cure is feasible, Sysiem Agency shall report the violstion lo the
secretary.

(F) The duties of Coniraclor or its Subconirgetor under this DUA survive the expiration or

termination of this DUA until all the Confidential Information is Desiroved or returned to Sysiem
Ageney, as required by this DUA.

Section 6.05 Governing Law, Venue and Litigation

(A)  The validity, consiruction and performance of this DUA and the legal relations amang the
Parties to this DUA will be governed by and construed in accordance with the laws of the Stale of Texas.

(B)  The Parties agree that the courts of Travis County, Texas, will be the exclusive venue for
any litigation, special proceeding or other proceeding as between the parties that may be brought, or arise
out of, or in connection with, or by reason of this DUA.

Section 6.06  Infunctive Relief

(A)  Conlractor acknowledges and agrees that System Agency may suffer imeparable injury if
Contracior or its Sybconiractor fails to comply with any of the terms of this DUA with respect to the
Confidentis! Information or a provision of HIPAA or other laws or regulations applicable to Confidential
Information.

(B)  Contractor further agrees that monelary damages may be inadequste lo compensale
System Agency for Contractor's or its Subconlmgtor’s failure to comply. Accordingly, Contractor agrees
that Sysiem Agency will, in addition lo any other remedies available to it at Jaw or in equity, be entitled to
seek injunctive reliel without posting a bond and without the necessity of demonstrating actual demages,
lo enforee the terms of this DUA.

Section§07 Indemnification

To the extent permitied by law, Contractor will indemnify, defend and hold harmless System Agency and
its respeclive Execulive Commissioner, employees, Subconiraeiors. agents (including other stale ageneles
acting on behall of System Agency) or olher members of its Workfores (erch of the foreguing herzinafier
referred 10 as *Indemnified Party™) against all actual and direct losses suffered by the Indemnified Party and
all linbility to third parties arising from or in connection with any bresch of this DUA or from any acts or
omissions related to this DUA by Contractor or its employees, directors, officers, Subcontraciors, or agents or
other members ol its Workforce, The duly to indemnify, defend and hold harmless is independent of the duly
to insure and continues to apply cven in the event insurance coverape required, if any, in the DUA or Base
Contract is denied, or coverage rights are reserved by any insurance camier. Upon demand, Contractor will
reimburse System Ageacy for any and all losses, liabilities, lost profits, fines, penalties, costs or
(including reasonable attomeys® fees) which may for any reasen be imposed upon any Indemnified Pany by
reason of any suit, cleim, action, proceeding or demand by any third party o the extent caused by and which
results from the Contractor's failure to meet any of its obligations under this DUA. To the extent permitted

System Agency Data Use Apreement V.83 HIPAA Omnibus Compliant April 1, 2015
Page 100f 11



System Agency Contract No. HHSREVI00001079

by law, Contractar's obligation 1o defend, indemnify and hold harmless any Indemnified Pasty will survive
the expimtion or termioation of this DUA.

Section 608  Jnsurance
(A)  Contractor represents and warrants that it maintains either self-insurance or commercial
insurancewith policy limits sufficient to cover any lisbility arising from any ects or omissions by
Contracior ar its employees, directors, officers, Subeontraciors, or agents or other members of its Workforce

under this DUA. Contracior wanrants that System Agency will he o loss payes and beneficiary for any such
claims. .

(B) Coniractor will provide Sysiem Agency with written proof thal required insurance
coverage is in effecy, al the request of System Agency.

Section 6.09 Fees and Cosis

Except as otherwise specified in this DUA or the Base Contract, including but not limited to
requirements 1o insure or indemnify System Agency, if any legal action or other proceeding is brought for the
enforcement of this DUA, or because of an alleged dispute, contract violation, Evenl, . Bresch, defauli,
misrepresentation, or injunctive action, in coanection with any of the provisions of this DUA, each party will
bear their own [egal expenses and the other cost incurred in that action or proceeding.

Section 6.10  Entirely of the Contract

‘This Data Use Agreement is incorporated by reference into the Base Contraet and, logether with the
Base Contract, constitules the entirc sgreement between the pastics. No change, waiver, or discharge of
obligations arising under those documents will be valid unless in writiog and executed by the panty ogainst
whom such change, waiver, or discharge is sought (o be enforced,

Section 6,11  Automaric Amendmemn end Interpretation

Upon the elfective date of any amendment or [ssuance of additional regulations to HIPAA, or any
other law applicable 1o Confidenlial Informstion, this DUA will eutomatically be amended so that the
obligations imposed on Syslem Agency or Coniractor remain in campliance with such requirements. Any
ambiguity in this DUA will be resolved in favor of a mexning that permits Sysiem Agency and Contractor to
comply with HIPAA or any other law opplicable to Confidentisl Informmtion.
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ATTACHMENT 1. SUBCONTRACTOR AGREEMENT FORM
System Agency CONTRACT NUMBER HHSREV100001075

The DUA between System Agency and Contractor establishes the permitted and required uses end
disclosures of Confidentis| Information by Contracior.

Contracior has subconiracied with (SUBConirmctor) for
performance of duties on behall of CONTACTOR which ere subject to the DUA. SUBContrector
acimowledges, understands and agrees (0 be bound by the Identical terms and conditions spplicable to
Contractor under the DUA, incorporated by reference in this Agreement, with respect to System Agency

. Contracior and SUBContractor agres that System Agency is a third-party
beneficiary to epplicable provisions of the subcontmet,

System Agency has the right but not the obligation to review or approve the terms and conditions of the
subcontract by virtue of this Subconiractor Agreement Form,

Contractor and SUBCanlraclor assure Sysiem Agency thst any Bregch or Event as defined by the DUA

that SUBContracior Discovers will be reported to System Agency by Contractor in the time, manner and
content required by the DUA.

1If Contractor knows or should have known in the exercise of reasoneble diligence of a paltem of activity
or practice by SUBContmctor that constiluics a material breach or violalion of the DUA or the
SUBConiracior's obligations Contractor will;

1. Teke reasonable steps to cure the violation or end the violation, as epplicable;

2, Ifthe l:l:ps are unsuccessful, termipate the contract or arangement with SUBContractor, il
feasible;

3. Notify Sysiem Agency immedislely upon reasonably discovery of the paltem of activity or
practice of SUBContracior that constitutes a material breach or violation of the DUA and keep
System Agency reasonably and regularly informed about steps Contractor is taking to curc or
end the violation or terminate SUBCONTACTOR's contract or arrangemest.

‘This Subcontractor Agreement Form Is excculed by the parties in thelr eapacities Indlesfed below.

CONTRACTOR SUBCONTRACTOR
BY: BY:

NAME: NAME:

TITLE: TITLE:

DATE »201 . DATE:
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